COMPUTER SAFETY INFORMATION

The Internet is a great source of information, but it is not always safe.  Always use extra caution when revealing personal information.  To help you make the right choices, we offer the following tips:

E-mail

Do not open attachments you are not expecting.  Do not open e-mail messages that are from people you do not know or businesses you have never bought from.

Phishing

Phishing is a common form of e-mail fraud.  People with bad intentions send out e-mail trying to trick others into revealing their credit card numbers, account passwords, Social Security numbers, and other personal information.  Phishing messages can look very convincing and can even point you to entire fake Web sites.

IMPORTANT: Legitimate banks, law enforcement agencies, and online business never use e-mail to ask for personal information, passwords, or anything to do with credit cards.  Do not reply such requests: any request you get by e-mail IS fake. 

Browsing the Internet

Browsing History

The browser keeps track of the websites you have visited.  If you don't want others to see where you have been by looking at your browsing history, click on Tools in the top toolbar of Internet explorer.  Select Internet Options, then click on Clear History.

Temporary Internet Files

Your computer stores website information so it doesn't have to load the entire page every time you visit.  It makes your browsing experience faster and more convenient, but leaves information that lets other users see where you have been. To delete this information, click on Tools in the top toolbar of Internet explorer.  Select Internet Options, then click on Delete Files.

Cookies

Cookies are small files that the owner of a website deposits on your computer.  When you return to a website that has placed a cookie on your computer, the site reads the cookie in order to recall details of your order, your selections, or other information you entered previously so you don't have to type it again.  Passwords and user account logons are often stored as cookies.  If a site offers to remember your information for you, always select no. Otherwise, someone else may be able to log on using your identity.  To make sure you don't accidentally stay logged into an online account, click on Tools in the top toolbar of Internet explorer.  Select Internet Options, then click on Delete Cookies.

Spyware

Spyware are programs that install to your computer without your knowledge.  They track your browsing activities and send reports to interested third parties. Because you can pick up spyware without knowing it, just by surfing the Internet, we recommend that you run SpyBot or AdAware before entering important information like Social Security Numbers or credit card numbers.  To download both of these programs for your computer at home, go to: http://www.pcworld.com/downloads/file_description/0,fid,7423,00.asp 
Secure Connections

Do not enter personal information or your credit card number unless the connection is encrypted.  This means that your data is scrambled and cannot easily be read by third parties.  You can find out by looking at the right-hand corner of your browser screen; if the page is encrypted, a yellow padlock will appear.  An open padlock means the connection is not secure, a closed padlock means that it is secure.  An additional way to find out is by checking the web address of a page: a secure address will appear as https:// instead of http://

Saving and Creating Documents

If you are saving documents to removable disks, make sure you take the disks with you when you leave!  

In addition, make sure that your text has not been saved to the computer's hard disk.  To do this, click on the Start menu, select Documents, then My Documents.  A window containing several documents will appear.  Right-click on the name of your document.  "Delete" will be one of the options that appear.  Click “delete” and if the computer asks if you are sure, go ahead and click “Yes.”  Then, double click on the recycle bin icon on the desktop.  (It is probably in one of the lower corners of the screen.)  A window will open; select “File” from the menu at the top of that window, then “Empty Recycle Bin” from the options that appear.  Again, click “Yes” when the computer asks if you are sure.  Don't worry about throwing away everything in the Recycle Bin: people put files in there to get rid of them.

IMPORTANT: Always remove items from the recycle bin before logging off.  Files are not deleted completely when you click delete.  They are only deleted from the computer when you empty the recycle bin.

Choosing Passwords

You will need a password for any service that requires you to log on.  It's important to choose a password that is easy to remember but hard for others to guess.  Good advice on passwords can be found at:

http://www.cs.umd.edu/faq/Passwords.shtml 
When is the last time you changed your password?

Further information about computer and Internet safety can be found om the following sites:

http://www.bbbonline.org/UnderstandingPrivacy/toolbox/tips.asp 
http://www.epic.org/privacy/ 
http://www.privacyresources.org/ 
http://www.privacy.gov.au/internet/internet_privacy/ 
http://www.eff.org//Privacy/eff_privacy_top_12.html 
